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Project website:
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Disclaimer

This is a limited report on our findings based on our analysis, in accordance with
good industry practice as at the date of this report, in relation to cybersecurity
vulnerabilities and issues in the framework and algorithms based on smart contracts,
the details of which are set out in this report. In order to get a full view of our
analysis, it is crucial for you to read the full report. While we have done our best in
conducting our analysis and producing this report, it is important to note that you
should not rely on this report and cannot claim against us on the basis of what it says
or doesn’t say, or how we produced it, and it is important for you to conduct your own
independent investigations before making any decisions. We go into more detail on
this in the below disclaimer below - please make sure to read it in full.

DISCLAIMER: By reading this report or any part of it, you agree to the terms of this
disclaimer. If you do not agree to the terms, then please immediately cease reading
this report, and delete and destroy any and all copies of this report downloaded
and/or printed by you. This report is provided for information purposes only and on a
non-reliance basis, and does not constitute investment advice. No one shall have any
right to rely on the report or its contents, and TechRate and its affiliates (including
holding companies, shareholders, subsidiaries, employees, directors, officers and
other representatives) (TechRate) owe no duty of care towards you or any other
person, nor does TechRate make any warranty or representation to any person on
the accuracy or completeness of the report. The report is provided "as is", without
any conditions, warranties or other terms of any kind except as set out in this
disclaimer, and TechRate hereby excludes all representations, warranties,
conditions and other terms (including, without limitation, the warranties implied by
law of satisfactory quality, fithess for purpose and the use of reasonable care and
skill) which, but for this clause, might have effect in relation to the report. Except and
only to the extent that it is prohibited by law, TechRate hereby excludes all liability
and responsibility, and neither you nor any other person shall have any claim against
TechRate, for any amount or kind of loss or damage that may result to you or any
other person (including without limitation, any direct, indirect, special, punitive,
consequential or pure economic loss or damages, or any loss of income, profits,
goodwill, data, contracts, use of money, or business interruption, and whether in
delict, tort (including without limitation negligence), contract, breach of statutory
duty, misrepresentation (whether innocent or negligent) or otherwise under any
claim of any nature whatsoever in any jurisdiction) in any way arising from or
connected with this report and the use, inability to use or the results of use of this
report, and any reliance on this report.

The analysis of the security is purely based on the smart contracts alone. No
applications or operations were reviewed for security. No product code has been
reviewed.



Background

TechRate was commissioned by METAZOON TOKEN to perform an

audit of smart contracts:

https://bscscan.com/address/0x60e9129dcf1d2e235ea0b572fddc2bfbbbe9c0bc#cod
e

The purpose of the audit was to achieve the following:

e Ensure that the smart contract functions as intended.
e I|dentify potential security issues with the smart contract.
The information in this report should be used to understand the risk exposure of the

smart contract, and as a guide to improve the security posture of the smart contract
by remediating the issues that were identified.


https://bscscan.com/address/0x60e9129dcf1d2e235ea0b572fddc2bfbbbe9c0bc#code
https://bscscan.com/address/0x60e9129dcf1d2e235ea0b572fddc2bfbbbe9c0bc#code

Contracts Details

Token contract details for 07.12.2021

Contract name

Contract address

Total supply

Token ticker

Decimals

Token holders

Transactions count

Top 100 holders dominance

Liquidity fee

Tax fee

Total fees

Uniswap V2 pair

Contract deployer address

Contract’s current owner
address

METAZOON TOKEN

0x60e9129dCF1D2e235eA0b572fdDc2bfbBbE9cOb
c

100,000,000,000,000,000

MEZ

3,680

6,820

97.63%

1087695185153341303424482

0xbe55639e769d9a9811a9e5ac1594f2e226b1029f

0xb1a93b51a3a333912fd8e40c10d44b1c5dd08945

0xb1a93b51a3a333912fd8e40c10d44b1c5dd08945



METAZOON TOKEN Token
Distribution

. The top 100 holders collectively own 97.63%

) Token Total Supply: 100,000,000,000,000,000.00 Token | Total Token Holders: 3,681
(97,631,779,463,828,100.00 Tokens) of METAZOON TOKEN i

METAZOON TOKEN Top 100 Token Holders

Source: BscScan.com

OTHER ACCOUNTS
29 2c¢d97dabab431203
Oxfcf82fbd3efaff1898bb5Sb76ff221392a3dd158a
0xd695cd77c42fa8152d80a77ff5c79d472f7b7dfe
0x0983faf63a9d93550b164178cf6521e92abal5fd

32990f13c4:

0x11458d. 21 39f03

(Burn Address)
Oxbe55639¢769d9a9811a9%e5ac159412¢226b1029f
(PancakeSwap V2: MEZ 6)

0xbla93b51a3a333912fd8e40c10d44b1c5dd08945

0x62a12¢10027f5f97befad153f2f91312b398a1d2

(A total of 97,631,779,463,828,100.00 tokens held by the top 100 accounts from the total supply of 100,000,000,000,000,000.00 token)

METAZOON TOKEN Contract
Interaction Details

Time Series: Token Contract Overview Tue 16, Nov 2021 - Tue 16, Nov 2021

Token Contract 0x60e9129dcfld2e235ea0b572fddc2bfbbbe9cObec (METAZOON TOKEN)
Source: BscScan.com

Zoom All From Nowv 15,2021 To Nov 16, 2021
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METAZOON TOKEN Top 10 Token

Rank Address

1 Burn Address

2 0x62a12e1002715197befad1531291312b398a1d2

3 0xb1a93b51a3a333912fd8e40c10d44b1c5dd08945
4 [3 PancakeSwap V2: MEZ 6

5 0x11458d29basf6aabb86542120dc8844660¢39/03
8 0x6c5eb6063a99013¢42a6688884450d7869e8094
7 0x0983{af63a9d93550b164178c16521e92aba15fd

8 0xd695¢cd77c42fa8152d80a7715¢79d47217b7 dfe

9 OxfcfB2fbd3efaff1898bb5b76(f221392a3dd 158a

10 0x6c9c4b292caBe35854bi948a2cd97dabab431203

Holders

Quantity (Token)
47,392,113,225,694,000.307936736
14,999,706,835,357,100.755089817
13,178,729,252,002,500.573148498
6,500,670,731,334,040.747580539
3,943,093,683,888,620.283698283
3,611,805,277,844,740.199606663
3,541,989,199,967,900.877401691
1,564,216,361,842,510.677072684
1,013,642,208,087,740.674137377

132,515,198,296,694.765126698

METAZOON TOKEN LP

Rank Address

1 [ Legion Network: Vesting

2 0xb1a93b51a3a333912fd8e40c10d44b1c5dd08945

3 [2 0x5b5e94485c9628793b01a38762921dc37b6829b6
4 0Oxb1b8b4bbe8a92d535i5df2368eTid2ecib3al950

5 0x45741521e23408fc3ba2600c43e905745ab3al119

6 0x5525637036c0d501165ca663234772191757bceb

7 [3 0x0000000000000000000000000000000000000000

Holders

Quantity

45,000
6,489.878841847409833913
1,027.6501148350064
155.983682565884553879
5.112342833527741598
4.473388928912621328

0.000000000000001

Percentage
47.3921%
14.9997%
13.1787%
6.5007%
3.9431%
3.6118%
3.5420%
1.5642%
1.0136%

0.1325%

oKen

Percentage

85.4164%
12.3187%

1.9506%
0.2961%
0.0097%

0.0085%

0.0000%



Contract functions details
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[Ext]
[Ext]
[Ext] #
[Ext]
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[Int]
[Int]
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[Int]
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[Int]

[Lib]
[Int]
[Int] #
[Int] #
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[Pub]
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- [Ext] swapExactETHForTokensSupportingFeeOnTransferTokens ($)
- [Ext] swapExactTokensForETHSupportingFeeOnTransferTokens #

+ MetaZoon (Context, IERC20, Ownable)
- [Pub] <Constructor> #
- [Pub] name
- [Pub] symbol
- [Pub] decimals
- [Pub] totalSupply
- [Pub] balanceOf
- [Pub] transfer #
- [Pub] allowance
- [Pub] approve #
- [Pub] transferFrom #
- [Pub] increaseAllowance #
- [Pub] decreaseAllowance #
- [Pub] isExcludedFromReward
- [Pub] totalFees
- [Pub] deliver #
- [Pub] reflectionFromToken
- [Pub] tokenFromReflection
- [Pub] excludeFromReward #
- modifiers: onlyOwner
- [Ext] includelnReward #
- modifiers: onlyOwner
- [Prv] _transferBothExcluded #
- [Pub] excludeFromFee #
- modifiers: onlyOwner
- [Pub] includelnFee #
- modifiers: onlyOwner
- [Ext] setTaxFeePercent #
- modifiers: onlyOwner
- [Ext] setLiquidityFeePercent #
- modifiers: onlyOwner
- [Pub] setNumTokensSellToAddToLiquidity #
- modifiers: onlyOwner
- [Pub] setMaxTxPercent #
- modifiers: onlyOwner
- [Pub] setSwapAndLiquifyEnabled #
- modifiers: onlyOwner
- [Ext] <Fallback> ($)
- [Prv] reflectFee #
- [Prv] _getValues
- [Prv] _getTValues
- [Prv] _getRValues
-[Prv] getRate
- [Prv] _getCurrentSupply
- [Prv] takeliquidity #
- [Pub] claimTokens #
- modifiers: onlyOwner
- [Prv] calculateTaxFee
- [Prv] calculateLiquidityFee
- [Prv] removeAllFee #
- [Prv] restoreAllFee #
- [Pub] isExcludedFromFee



-[Prv] approve #
- [Prv] transfer #
- [Prv] swapAndLiquify #
- modifiers: lockTheSwap
- [Prv] swapTokensForEth #
- [Prv] addLiquidity #
- [Prv] tokenTransfer #
- [Prv] _transferStandard #
- [Prv] _transferToExcluded #
- [Prv] _transferFromExcluded #

($) = payable function
# = non-constant function



Issues Checking Status

Issue description

Checking status

© EE N B

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.

21.

Compiler errors.

Race conditions and Reentrancy. Cross-function race

conditions.

Possible delays in data delivery.
Oracle calls.

Front running.

Timestamp dependence.

Integer Overflow and Underflow.
DoS with Revert.

DoS with block gas limit.
Methods execution permissions.
Economy model of the contract.
The impact of the exchange rate on the logic.
Private user data leaks.
Malicious Event log.

Scoping and Declarations.
Uninitialized storage pointers.
Arithmetic accuracy.

Design Logic.

Cross-function race conditions.

Safe Open Zeppelin contracts implementation and
usage.

Fallback function security.

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Low issues

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed



Security Issues

High Severity Issues

No high severity issues found.

Medium Severity Issues

No medium severity issues found.

@ Low Severity Issues
1. Out of gas

Issue:

® The function includelnReward() uses the loop to find and remove
addresses from the _excluded list. Function will be aborted with
OUT_OF_GAS exception if there will be a long excluded addresses
list.

function includeInReward(address account®) external onlyOwner() {
require(:isEXCludeé[aCCOunt 1, "Account is already excluded");
for (ui i E. ?igggq.length; i++) {
== accountt®) {

:éé.length - 1]1;

= false;

e The function _getCurrentSupply also uses the loop for evaluating
total supply. It also could be aborted with OUT_OF_GAS exception if
there will be a long excluded addresses list.

unction _getCurrentSupply() private view returns (uint256, uint256) {
uint256 rSupply = ;rTotaf;
uint256 tSupply
for (uint256 i =

) return (_r

tTotal);
rSupply = rSupply.sub(_r0
tSupply = tSupply.sub(_tOwned[_ _excluded[i]]);

Y b

}
if (rSupply < ;rTotaI}div(;tTotaI)) return (;rTotat, ;tTotal)
return (rSupply, tSupply);

Recommendation:
Check that the excluded array length is not too big.



Owner privileges (In the period when the owner is not
renounced)

« Owner can change the tax and liquidity fee.

function setTaxFeePercent(uint256 taxFee) external onlyOwner() {
_taxFee = taxFee;

}

function setLiquidityFeePercent(uint256 liquidityFee) external onlyOwner() {
_liquidityFee = liquidityFee;
}

« Owner can change the maximum transaction amount.

ion setMaxTxPercent(uint256 maxTxPercent®) external onlyOwner() {
_maxTxAmount = | tTotal.mul(maxTxPercentt).div(
R 1" S
);

¢ Owner can exclude from the fee.

function excludeFromFee(address account®) public onlyOwner {
;isEx;ludedFromFgé[acceunt ] = true;

}

« Owner can claim all tokens from contract balance.

function claimTokens() public onlyOwner {
payabl owne ).transfer(address(this).balance);

« Owner can change numTokensSellToAddToLiquidity.

function setMumTokensSellToAddTolLiquidity(uint256 swapNumber®) public onlyOwner {

= swapNumber® * 10 s




« Owner can lock and unlock. By the way, using these functions the
owner could leave as owner even after the ownership was
renounced.

( K< ( I % | ) € 01 ‘,: [
function lock(uint256 time) public virtual onlyOwner {

_previousOwner = _owner;

_owner = address(0);

_lockTime = now + time;

emit OwnershipTransferred(_owner, address(0));

function unlock() public virtual {
require(_previousOwner == msg.sender, "You don't have permission to unlock");
require(now > _lockTime , "Contract is locked until 7 days");
emit OwnershipTransferred(_owner, _previousOwner);
_owner = _previousOwner;




Conclusion

Smart contracts contain low severity issues! Liquidity pair contract’s
security is not checked due to out of scope.

Liquidity locking details NOT provided by the team.

TechRate note:

Please check the disclaimer above and note, the audit makes no
statements or warranties on business model, investment
attractiveness or code sustainability. The reportis provided for the
only contract mentioned in the report and does not include any

other potential contracts deployed by Owner.

YW Techrate1 o Techrate <A Techrate audits
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