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Disclaimer

This is a limited report on our findings based on our analysis, in accordance with
good industry practice as at the date of this report, in relation to cybersecurity
vulnerabilities and issues in the framework and algorithms based on smart contracts,
the details of which are set out in this report. In order to get a full view of our
analysis, it is crucial for you to read the full report. While we have done our best in
conducting our analysis and producing this report, it is important to note that you
should not rely on this report and cannot claim against us on the basis of what it says
or doesn’t say, or how we produced it, and it is important for you to conduct your own
independent investigations before making any decisions. We go into more detail on
this in the below disclaimer below - please make sure to read it in full.

DISCLAIMER: By reading this report or any part of it, you agree to the terms of this
disclaimer. If you do not agree to the terms, then please immediately cease reading
this report, and delete and destroy any and all copies of this report downloaded
and/or printed by you. This report is provided for information purposes only and on a
non-reliance basis, and does not constitute investment advice. No one shall have any
right to rely on the report or its contents, and TechRate and its affiliates (including
holding companies, shareholders, subsidiaries, employees, directors, officers and
other representatives) (TechRate) owe no duty of care towards you or any other
person, nor does TechRate make any warranty or representation to any person on
the accuracy or completeness of the report. The report is provided "as is", without
any conditions, warranties or other terms of any kind except as set out in this
disclaimer, and TechRate hereby excludes all representations, warranties,
conditions and other terms (including, without limitation, the warranties implied by
law of satisfactory quality, fithess for purpose and the use of reasonable care and
skill) which, but for this clause, might have effect in relation to the report. Except and
only to the extent that it is prohibited by law, TechRate hereby excludes all liability
and responsibility, and neither you nor any other person shall have any claim against
TechRate, for any amount or kind of loss or damage that may result to you or any
other person (including without limitation, any direct, indirect, special, punitive,
consequential or pure economic loss or damages, or any loss of income, profits,
goodwill, data, contracts, use of money, or business interruption, and whether in
delict, tort (including without limitation negligence), contract, breach of statutory
duty, misrepresentation (whether innocent or negligent) or otherwise under any
claim of any nature whatsoever in any jurisdiction) in any way arising from or
connected with this report and the use, inability to use or the results of use of this
report, and any reliance on this report.

The analysis of the security is purely based on the smart contracts alone. No
applications or operations were reviewed for security. No product code has been
reviewed.



Background

TechRate was commissioned by MINIKISHU to perform an audit of

smart contracts:

https://bscscan.com/address/0x47fd00664661058546fddada3eecc9f2cd41020e#cod
e

The purpose of the audit was to achieve the following:

e Ensure that the smart contract functions as intended.
e I|dentify potential security issues with the smart contract.
The information in this report should be used to understand the risk exposure of the

smart contract, and as a guide to improve the security posture of the smart contract
by remediating the issues that were identified.


https://bscscan.com/address/0x47fd00664661058546fddada3eecc9f2cd41020e#code
https://bscscan.com/address/0x47fd00664661058546fddada3eecc9f2cd41020e#code

Contracts Details

Token contract details for 01.12.2021

Contract name

Contract address

Total supply

Token ticker

Decimals

Token holders

Transactions count

Top 100 holders dominance

Marketing share

Balance limit divider

Total payots

Team wallet

Contract deployer address

Contract’s current owner
address

MINIKISHU

0x47fD00664661058546fdDaDA3eecc9f2CD41020e

500,000,000,000

$MINIKISHU

7,866

46,059

75.25%

100

50

0xc9e1968e71da680f6e91e2949ae665bc49890cfa

0x242f421df657cc8ec7ecb1ac61c82c25ad97aae?

0x242f421df657cc8ec7ecb1ac61c82c25ad97aae?



MINIKISHU Token Distribution

./ The top 100 holders collectively own 75.25% (376,258,080,616.03 Tokens) of MINIKISHU ./ Token Total Supply: 500,000,000,000.00 Token | Total Token Holders: 7,866

MINIKISHU Top 100 Token Holders

Source: BscScan.com
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(A total of 376,258,080,616.03 tokens held by the top 100 accounts from the total supply of 500,000,000,000.00 token)

MINIKISHU Contract Interaction
Details

Time Series: Token Contract Overview Thu 30, Sept 2021 - Tue 30, Nov 2021

Token Contract 0x47fd00664661058546fddadaleecc9f2cd41020e (MINIKISHU)
Source: BscScan.com
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MINIKISHU Top 10 Token Holders

Rank Address Quantity (Token) Percentage
1 [ PancakeSwap V2: $MINIKISHU 4 89,317,396,186.83021978 17.8635%
2 [2) 0xbd50153ed0b8 145ai66a3211961313165138c24d 39,250,000,000 7.8500%

3 Oxc9e1968e7 1da680f6e91e2949ae665bc49890cta 10,349,254,150.7815044 2.0699%

4 0x919e11ade9b4a6i8024126a08465f57 7Te6f0ada 9,981,692,134.868804765 1.9963%

5 0x435d6d58634733c96c9¢2098a5b0b89chbd 792368 9,732,784,697.517337628 1.9466%

6 Oxel2c2fedel15eeccibaeie1453fcbdal 0820a029 7,324,901,417.310030088 1.4650%

7 0x48275487617940e7aabab2d24d40458d524e3cc0 6,950,424,249.707579935 1.3901%

8 0xf7257fe115e1d1aaad6d8a1f2b85965c22¢i5e 6,643,806,379.956473326 1.3288%

9 0x8c8e26934663ffe6bf4ach18c341c837¢c4d57¢08 6,594,913,968.989746481 1.3190%

10 Oxd9a8bf5a0f51fd33e81cec86b0e9761d29edBazh 6,475,953,790.555341026 1.2952%



Contract functions details
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- [Ext] quote

- [Ext] getamountOut
- [Ext] getamountin

- [Ext] getamountsOut
- [Ext] getamountsin

+ [Int] IPancakeRouter02 (IPancakeRouter01)
- [Ext] removeliquidityfETHSupportingFeeOnTransferTokens #
- [Ext] removeLiquidityETHWithPermitSupportingFeeOnTransferTokens #
- [Ext] swapExactTokensForTokensSupportingFeeOnTransferTokens #
- [Ext] swapExactETHForTokensSupportingFeeOnTransferTokens ($)
- [Ext]) swapExactTokensForETHSupportingFeeOnTransferTokens #

+ Ownable
- [Pub] <Constructor> #
- [Pub] owner
- [Pub] renounceOwnership #
- modifiers: onlyOwner
- [Pub] transferOwnership #
- modifiers: onlyOwner

+ [Lib] Address
- [Int]) isContract
- [Int] sendValue #
- [Int] functionCall #
- [Int] functionCall #
- [Int] functionCallWithValue #
- [Int] functionCallWithValue #
- [Int] functionStaticCall
- [Int] functionStaticCall
- [Int] functionDelegateCall #
- [Int] functionDelegateCall #
- [Prv] _verifyCallResult

+ [Lib] EnumerableSet
-[Prv] add#
-[Prv] remove #
- [Prv] contains
- [Prv] length
- [Prv] at
-[Int] add #

- [Int] remove #
- [Int] contains
- [Int] length

- [Int] at

-[Int] add #

- [Int] remove #
- [Int] contains
- [Int] length

- [Int] at

-[Int] add #

- [Int] remove #
- [Int] contains
- [Int] length

- [Int] at



+ MiniKishu (IBEP20, Ownable)
-[Prv] isTeam
- [Pub] <Constructor> #
-[Prv] transfer #
-[Prv] taxedTransfer #
- [Prv] _feelessTransfer #
- [Prv] _calculateFee
- [Pub] isExcludedFromStaking
- [Pub] _getTotalShares
-[Prv] addToken#
-[Prv] removeToken#
- [Prv] _newDividentsOf
- [Prv] _distributeStake #
-[Prv] claimXRP #
- [Prv] _swapContractToken #
- modifiers: lockTheSwap
- [Prv] _swapTokenForBNB #
-[Prv] addLiquidity #
- [Pub] getLiquidityReleaseTimelnSeconds
- [Pub] getBurnedTokens
- [Pub] getLimits
- [Pub] getTaxes
- [Pub] getAddressSellLockTimelnSeconds
- [Pub] getSellLockTimelnSeconds
- [Pub] getAddressBuylLockTimelnSeconds
- [Pub] getBuyLockTimelnSeconds
- [Pub] AddressResetSellLock #
- [Pub] AddressResetBuylLock #
- [Pub] XRPWithdraw #
- [Pub] getDividents
- [Pub] TeamWithdrawALLMarketingBNB #
- modifiers: onlyOwner
- [Pub] TeamWithdrawXMarketingBNB #
- modifiers: onlyOwner
- [Pub] TeamSwitchManualBNBConversion #
- modifiers: onlyOwner
- [Pub] TeamChangeAntiWhale #
- modifiers: onlyOwner
- [Pub] TeamChangeTeamWallet #
- modifiers: onlyOwner
- [Pub] TeamChangeWalletTwo #
- modifiers: onlyOwner
- [Pub] TeamDisableSellLock #
- modifiers: onlyOwner
- [Pub] TeamDisableBuyLock #
- modifiers: onlyOwner
- [Pub] TeamSetSellLockTime #
- modifiers: onlyOwner
- [Pub] TeamSetBuyLockTime #
- modifiers: onlyOwner
- [Pub] AddWalletExclusion #
- modifiers: onlyOwner
- [Pub] TeamSetTaxes #
- modifiers: onlyOwner



- [Pub] TeamChangeMarketingShare #
- modifiers: onlyOwner

- [Pub] TeamCreateLPandBNB #
- modifiers: onlyOwner

- [Pub] TeamUpdateLimits #
- modifiers: onlyOwner

- [Pub] SetupEnableTrading #
- modifiers: onlyOwner

- [Pub] SetupLiquidityTokenAddress #
- modifiers: onlyOwner

- [Pub] TeamUnlockLiquidityInSeconds #
- modifiers: onlyOwner

- [Prv] _prolongLiquidityLock #

- [Pub] TeamReleaseLiquidity #
- modifiers: onlyOwner

- [Pub] TeamRemovelLiquidity #
- modifiers: onlyOwner

- [Pub] TeamRemoveRemainingBNB #
- modifiers: onlyOwner

- [Ext] <Fallback> ($)

- [Ext] <Fallback> ($)

- [Ext] getOwner

- [Ext] name

- [Ext] symbol

- [Ext] decimals

- [Ext] totalSupply

- [Ext] balanceOf

- [Ext] transfer #

- [Ext] allowance

- [Ext] approve #

-[Prv] approve #

- [Ext] transferFrom #

- [Ext] increaseAllowance #

- [Ext] decreaseAllowance #

($) = payable function
# = non-constant function



Issues Checking Status

Issue description

Checking status

© EE N B

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.

21.

Compiler errors.

Race conditions and Reentrancy. Cross-function race

conditions.

Possible delays in data delivery.
Oracle calls.

Front running.

Timestamp dependence.

Integer Overflow and Underflow.
DoS with Revert.

DoS with block gas limit.
Methods execution permissions.
Economy model of the contract.
The impact of the exchange rate on the logic.
Private user data leaks.
Malicious Event log.

Scoping and Declarations.
Uninitialized storage pointers.
Arithmetic accuracy.

Design Logic.

Cross-function race conditions.

Safe Open Zeppelin contracts implementation and
usage.

Fallback function security.

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Low issues

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed



Security Issues

High Severity Issues

No high severity issues found.

Medium Severity Issues

No medium severity issues found.

@ Low Severity Issues
1. Out of gas

Issue:

e The function _getTotalShares() uses the loop to find and decrease
shares from the _excludedFromStaking list. Function will be aborted
with OUT_OF_GAS exception if there will be a long excluded
addresses list.

w returns (uint256){

for(uint i=0; i< excludedFromStaking.length(); i++){

shares= .at(i)];

}

return shares;

Recommendation:
Check that the excluded array length is not too big.



Owner privileges (In the period when the owner is not
renounced)

« Owner can withdraw marketing balance.

function TeamWithdrawALLMarketingBNB() public onlyOwner {
i marketlngBalance}

transfer((amount % 75) / 100);
1) . transfer((amount % 25) / 100);

function TeamWithdrawXM i int256 amount®) public onlyOwner {
require(amount rketingBalanéE};
amount 1 ;
transfer({amount® *x 75) / 100);
.transfer((amount® * 25) / 100);

« Owner can disable auto call of _swapContractToken function.

ion TeamSwitchManualBNBConversion{bool manual®) public onlyOwner{

« Owner can change antiWhale.

function TeamChangeAntiWhale(uint256 newAntiWhalef ) public onlyOwner {
; newAntiWhalet® * 10%%_decimals;

« Owner can change teamWallet and walletTwo addresses.

n TeamChangeTeamWallet(address newTeamWallet®) public onlyOwner {
= payable(newTeamWallett);

on TeamChangeWalletTwo(address newWalletTwo®) public onlyOwner {
payable(newWalletTwo 1 );

« Owner can disable sell/buy lock.

TeamDisableBuyLock(bool disabled®) public onlyOwner {

[
L




e Owner can exclude addresses.

function AddwWalletExclusion(address exclusionAdd®) public onlyOwner {
_excluded. add(exclusionAdd t);

« Owner can change sell/buy lock time.

function TeamSetSellLockTime{uint256 selllLockSeconds®)public onlyOwner{
require(sellLockSeconds *<=MaxSellLockTime,"Sell Lock time tooc high");
=sellLockSecondst;

function TeamSetBuyLockTime(uint256 buylLockSeconds®) public onlyOwner {
i buylLockSecondst <= MaxBuyLockTime, "Buy Lock time too high"});
buyLockSeconds T ;

« Owner can change taxes.

function TeamSetTaxes{uint8 burnTaxest, uint8 liquidityTaxest¥, uint8 stakingTaxes? ,uint8 buyTaxt, uint8 sellTaxt®, uint8 transferTaxt) publ onlyOwner{
totalTax=burnTaxes t +liquidityTaxes T +stakingTaxes 1 ;
require(totalTax==108, "burn+lig+marketing needs to equal 108%");

_burnTax=burnTaxes T ;
_liquidityTax=liquidityTaxes1;
_stakingTax=stakingTaxes 1 ;

_buyTax=buyTax 1 ;
_sellTax=sellTax1t;
_transferTax=transferTaxt;

]

« Owner can change marketing share (percentage of BNB that goes
to marketing).

function TeamChangeMarketingShare(uint8 newSharet) public onlyOwner {
ire(newShare® <= 100);
newSharet;

« Owner can manually call _swapContractToken function.

function TeamCreateLPandBNB() public onlyOwner{
_swapContractToken();
}

« Owner can enable trading(already called).

function SetupEnableTrading() public onlyOwner{

« Owner can change liquidity token address.

function SetupLiquidityTokenAddress(address liquidityTokenAddress®) public onlyOwner{

okenAddress: liquidityTokenAddresst;




Owner can increase _liquidityUnlockTime.

function TeamUnlockLiquidityInSeconds(uint256 secondsUntilUnlock®) public onlyOwner{

_prolongLiquiditylock(secondsUntilUnlock ¥ +block.timestamp};

Owner can withdraw liquidity to team wallet if it is not locked.

function TeamReleaselLiquidity() public onlyOwner {

require(block.timestamp >= _liquidityUnlockTime, "Not yet unlocked");

IPancakeERC20 liquidityToken = IPancakeERC2@(_liquidityTokenAddress);
uint256 amount = liquidityToken.balance0f(address{this));

liquidityToken.transfer(TeamWallet, amount);

Owner can change balance and sell limits.

function TeamUpdateLimits(uint256 newBalanceLimit®, uint256 newSellLimit®) public onlyOwner{

require(newSellLimit T < circulatingSupply/100);

newBalanceLimit #=newBalanceLimit #*10%*_decimals;
newSellLimit ¥ =newSellLimit T *10*k_decimals;

uint256 targetBalanceLimit=_circulatingSupply/BalanceLimitDivider;
uint256 targetSellLimit= circulatingSupply/SellLimitDivider;

require((newBalanceLimit #>=targetBalanceLimit),
"newBalancelLimit needs to be at least target");
require((newSellLimit ¥ >=targetSelllLimit),
"newSellLimit needs to be at least target");

balanceLimit = newBalanceLimit®;
selllimit = newSelllLimit®;

« Owner can remove liquidity.

tion TeamRemovelLiquidity(bool addToStakingt) public onlyOwner{

require(block.timestamp >= _liquidityUnlockTime, "Not yet unlocked");
_liquidityUnlockTime=block.timestamp+DefaultLiquidityLockTime;
IPancakeERC20 liquidityToken = IPancakeERC28(_liquidityTokenAddress);
uint256 amount = liquidityToken.balanceOf(address(this));

liquidityToken.approve(address(_pancakeRouter),amount);

uint256 initialBNBBalance = address{this).balance;
_pancakeRouter. removeLiquidityETHSupportingFeeOnTransferTokens (
address(this),
amount,

address(this),
block.timestamp
)i
uint256 newBNBBalance = address(this).balance-initialBNBBalance;
if(addToStaking T ){
_distributeStake(newBNBBalance);
}
else{
marketingBalance+=newBNBBalance;

H




« Owner can withdraw contract balance if it is not locked.

function TeamRemoveRemainingBNB() public onlyOwner{

uire(block.timestamp >= _liquidityUnlockTime, "Not yet unlo
 liquidityUnlockTimes=t timestamp+DefaultLiquiditylockTime;
ol sent,) =TeamWallet.call{value: (addr (this).balance)}{("");
re(sent);




Conclusion

Smart contracts contain low severity issues! Liquidity pair contract’s
security is not checked due to out of scope.

Liquidity locking details provided by the team:
https://mudra.website/?certificate=yes&type=0&Ip=0xbbd961b9cdbf9a0a44f1dd99a9
27914eb90f5054

TechRate note:

Please check the disclaimer above and note, the audit makes no
statements or warranties on business model, investment
attractiveness or code sustainability. The report is provided for the
only contract mentioned in the report and does not include any
other potential contracts deployed by Owner.

YW Techrate1 O Techrate <@ Techrate audits
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